Ceapuwena curypHoct (one time pad) - Tunosn

Hanaga y Kpuntorpadumjn

Bnagnmup Boxosuh

Ogpacjek 3a maTemaTuky
MpupoaHo-maTemaTuykm dakynter

KPUNTOIPA®UNIA

Bnagumup Boxoeuh CurypHocT - TUNoBu Hanaga



One time pad

CaBplieHa curypHocT

@ V BukeHepoBOM KpUNTO-CUCTEMY, CYCPesn CMO Ce ca
CUTYyauujoMm y Kojoj je moryhe ga je gy>nHa Kibyya jefHaka
LY>XUHWN OCHOBHOI TEKCTa.

o [lpBo nuTarse je epuKaCcHOCT TaKBOr CUCTEMA.

@ [a nm cy Anuca n Bob cnpemHmn ga npuiMkoM CBakor criakba
MOpyKa KOpPUCTE pasfinynTe K/by4YeBe WA KOPUCTE NCTU KJbyY
3a BULWeE nopyKa’

@ Ako KOpMCTe pa3inyuTe KJbyyeBe, OHAA Pa3MjeHa Kiby4da Ha
CUFYpaH HaYMH HEMA CMWC/IA CBAKOr MyTa, HAPOUUTO Y
KOHTEKCTY fia je€ NCTe AY>XWNHE Kao N OCHOBHU TEKCT.
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One time pad

CaBplieHa curypHocT

Hecdunnumja

3a KpunTO-CUCTEM KaXKeMO Ja MMAa CaBPLLUEHY CUTYPHOCT YKOJINKO
Hanajaq, HaKkoH yBUAa y KpUMNTOrpam, He 0CBaja HUjeAHO HOBO
ca3Harbe 0 OCHOBHOM TEKCTY.

OBaj koHuUenT Moxe buTtu ajesumuyno 36yryjyhu npuankom npsor
ynTarsa, Na cy 3aTo notpebHa M3BjecHa nojalirbetrba.

@ Huje peyeHo ga Hanagay He 3Ha HMjedHY OCOBUHY OCHOBHOT
TEKCTa aKo Ce NMpuMmjerbyje KpUNTO-CUCTEM CaBpLUeHe
CUTYPHOCTHN.

@ OBUM KOHLENTOM Ce CaMO Kaxke Aa Hanajad, yBugoMm y
KpunTorpame He gobuja HujeaHy HOBY MHOPMaLMjy O
OCHOBHOM TEKCTY, Y OfHOCY Ha BpujeMe npuje yBuAa y UCTe.
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One time pad

CaBplieHa curypHocT

@ Ha npumjep, ako OCHOBHU TEKCT NpefCTaB/ba
yetsopouudpenn NMNH 6poj, oHaa je KpUNTO-CUCTEM KOjUM
CMO W3BPLUUAN EHKPUNLMjY CaBpLUEHE CUTYPHOCTU YKOIUKO
1 HAaKOH YBMAA Y KpPUNTOrpaM, Hanajay u fasbe 3Ha camo Aa
je To enkpunuuja yetsopouudperor MNH-a n HuwTa BUwe.

@ VYkonnko je, mefyTuM, KpUnTo-cMCTEMA TaKaB 4a LOMEH
K/byda uma, peunmo, 50 ksbyyeBa, oHAa Hanajay HakoH yBuaa
Yy KpUNTOrpaM CBaKakKo 3HA BULLIE HETO paHuje, jep
MCNUTUBaEM CBAKOI Kjby4da fona3u fo rpyne og 50 mory
butn kangngatn 3a MAH.
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One time pad

CaBplieHa curypHocT

@ Yak n ako KpunTo-cucTem nocjeayje ocobuHy casplueHe
CUFYpHOCTW, TO He OrpaHuYaBa Hanagada ga npocto "noraha"
OCHOBHU TEKCT.

@ V TaKBUM KPUNTO-CUCTEMUMA, CaBPLUEHE CUTYPHOCTH,
Hanagady je bosbu n3bop aa norafja OCHOBHU TEKCT HEro KJbyd
jep O OCHOBHOM TEKCTY MOX/JA U UMa HEKO NPETXOAHO
casHambe, oK O K/by4y Hajyewhe HeMa HUKAKBO.

@ Takobhe, noraharbe oCHOBHOI TeKCTa AMPEKTHO je edmKacHuje
jep npaeu "ywreay" nogaTtHe gekpunuuje kojy 6u Mopao aa
BPLN YKOSMKO Bn norahao kibyu.
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One time pad

JepHocTaBHO, a caBplieHo

3amucnnmo cuTyaumjy y Kojoj bpokep 4eka nopyky BpJiO OCjeT/buUBE
cafipXKUMHe Of CBOr MOC/IoAaBUa Koja Tpeba 3a nocieanuy Aa uma
npoAajy Unm KynoBWHY HEKMX aKuuja.
MpetnocTtaBuMo ga cy ce Bpokep N UHBECTUTOP MPETXOAHO
[IOrOBOPUAMN O KpunTocuctemy koju uma cnegehe ocobune

e [ga kiwyya: K1 n K.

e [guje nopyke: "KVIN" nan "MPOLAJ".

o [lga kpuntorpama: O unnm 1.
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One time pad

JepHocTaBHO, a caBplieHo

MpetnoctaBuMo fa cy ce Bpokep N MHBECTUTOP MPETXOLHO
LOrOBOPUSIN KOjU Kibyd og ABa moryha hie kopuctuTu, a Heka
Bpujean cnegeha tabena enkpunuymje

KYK MPOAAJ
Kya K1 Ex (KYIN)=1 Ex, (NMPOOAJ)=0
Kya Ko Ex, (KYMN)=0 Ex,(NMPOOAJ)=1
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One time pad

[lepcnekTnBa Hanagaya

o [ogpasymujeBamo fa Hanagay vMa KOMMNETaH yBuUg y Tabeny
EHKpUMNLUKMje, OQHOCHO Yy AeTasbe KPUNTO-CUCTEMA.

o [lpuje Hero wWTO BMAM NOCNATM KPUNTOrpaM, Hamagay Hema
HUKaKBNX Ha3aHaKa KOjOj OANYLN je NHBECTUTOP banmxn:
npofaju Uan KyrnoBUHU.

@ HakoH yBnpa y kpuntorpam, HanaZay v Aasbe He 3Ha Of Koje
OCHOBHE MOPYKe MOTUYE Taj KPUNTOrpaM, jep He 3Ha KOju KibyY
Cy KOPUCTM/IN WHBECTMTOP U Bpokep.

KN MPOAAJ
Kya K1 Ex (KYMIN)=1 Ex, (NMPOOAJ)=0
Kmya Ko Ex,(KYMN)=0 Ex,(MPOOAJ)=1
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Jakne, npeTxofHN KpUNTO-CUCTEM MAKO KpajHbe jefHOCTaBaH

HYZM OHO LUTO CMO AePUHMCANN - CaBPLUEHY CUTYPHOCT.

@ HapagHo, 0BO 1 fasbe He cnpedvaBa Hanajadya Aa ca
BjepoBaTHohom He Befiom op 50% noraha ocHOBHU TeKcT.

@ Huwje cBaku KpunTo-cucTem caBplueHe curypHoctu. Peunmo ga
Cy Ce WHBECTUTOP U MOC/OAABAL, HEOMPE3HO JOrOBOPUAN Aa 33
enkpunuujy ognyke "KVYMN" nan "MPOOAJ" kopucte onwtu
CYNCTUTYLMOHN airopuTam.

@ HapasHo, oBakBa ogsyka 6u buna norybHa jep 6u gyxuHa

kKpuntorpama, 4 unm 6, jefJHO3HAYHO OfpeaAnsia OCHOBHY

NOpPYKy.

Bnagumup Boxoeuh CurypHocT - TUNoBu Hanaga



One time pad

Ocobure one-time pad cuctema

Cncrem koju obesbjehyje caBpLueHy CMrypHOCT ce HasmBa one-time
pad. OcHoBHe ocobuHe oBor cucrema cy

o Bpoj k/byyesa je sehin nnm jeaHak Opojy 0CHOBHUX
nopyka.
VKonuko je bpoj k/byueBa Makby, OHAA je Hamagady fakuwe aa
norafja K/by4 HEro OCHOBHY MOPYKY, Na TUME CUCTEM BULLE HE
HYZW CaBpLUEeHY CUMYPHOCT.

e Ksbyu ce 6upa Ha cny4dajaH HauuH U3 gomeHa
yHudopmHe BjepoBaTHohe.
Ako oBa ocobuHa He Bpujeau, oHga "suwe sjeposaTHn"
KJby4eBu npouseofe "Buine BjepoBaTHe" OCHOBHE MOpyKe.

o Ksby4 ce KOpuCTU camo 3a jegHy eHKpUnuujy.
OBa ocobuHa fie yckopo 6utu nogpobHuje objawsbena. 36or
He Ce N cuTeM 30Be one-time pad.
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One time pad

One-time pad n3 BuxeHnepa

o Beh cmo Bugjenn na BuxkeHep Moxe NocnyXnuTu Kao cpecTso
3a KOHCTPYKUujy one-time pad kpunTo-cucrema.

@ Ha jegHocTaBHOM MpuUMjepy MOXEMO AEMOHCTPUPATK CHary
OBOT KPUMTO-CUCTEMA.

@ Heka je 3a eHkpununjy pujeun "LEOPARD" kopuwwhieH kby4
"CABBDFA". PesyntaT eHkpunuuje je Kpuntorpam

"NEPQDWD".
Pujeu L E O P A R D
Krbyu C AAB B D F A
Kpuntorpam N E P Q D W D
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One time pad

3 yrna Hanagayva

e Hanagau 3Ha ga je kopuwhen BuxeHep y kKom je kibyd jegHake
LY>XNHE Kao 1 OCHOBHU TEKCT U Aa je KpUNTorpam jegHak

"NEPQDWD".

o C 0631pom Ha KOHTEKCT, Hanmaga4 Ha OCHOBY OBOT
KpPUNTOrpaMa He CasHaje HULITA BULLE Of OHOF LUTO je 3Hao
paHuje, Aa je EHKPUNTOBAHA pujed AyXuHe 7.

@ Yak n ga je Kojum ciiyyajem y casHarby fa je OCHOBHA MOpyka
3aMpaBO UME HEKE XKMBOTUHE U3 NOPOAMLE MayaKa, HeMY 1
Jasbe OCTajy noAjefHaKo BjepoBaTHE onuuje

CHEETAH (Tenapg)

PANTHER (ManTep)
CARACAL (Kapakan)
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One time pad

Hy>xnHa nopyke y one-time pad cucremy

MpeTxogHn npumjep je Makap UMMANLUTHO MNOAPA3yMUjeBao ga
MaMO OCHOBHY MOpyKy DUKCHE Ay>XuHe, WTo je y ogpeheHom
cmucny jasuu nogaTtak. MebyTum, peanuctnynmjn npuctyn je na
OfpPELNMO MAaKCMMYM AY>XMHE 33 OCHOBHY nopyky. CxogHo OBOM,
Annca n bob kopuwhetbe one-time pad cuctema ycnocrasmajy y
cknagy ca cnegefium npasunnma

o [loroBapajy ce 0 K/by4HOj prjedn Jy>XUHE M 1 PasMjersyjy je.

@ Ako je ocHoBHa nopyka kpaha og m cnoBa, oHfa nowusbanay,

A0Aaje HeKa AofaTHA CloBa Kako bu ce nonyHno 6poj - naguHr.

o Enkpuntyje nopyky kopuctehun npetxogHo onucany npouegypy
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One time pad

[Mpobnem Buwectpykor kopuwherba Kibyda

MpeTnocTtaBumo ga kopuctumo BuxkeHep Ha nojeanHayHOM COBY,
Te Aa cMmo 3a ABa pasnu4duTa cnosa My n My kopuctuam uctu
kwyd K. Onga je

G=M+K (mod26), =M+ K (mod 26),

ofakne je
C2 — Cl = M2 - Ml (mod 26).

V cuTyaumjn Kajg CnoBo 3anpaBo NpeAcTaB/ba KoAMpaH AaTyM
noyeTka HeKe MApKETUHLLIKE KaMMnarbe, OHAa Ca3Hatbe
G, — G = My — My (mod 26) mMoxe fa HaM yKaxke Ha:
@ Bpemencku pacnon nsmeby asa gaTyma peanusauuje
MapKeTUHLLKE Kamnakse

@ OHor TpeHyTKa Kaj CXBaTWMO Kaj je 3anpaso buno My,
MMaMO OfMax OArOBOP W Ha To Kag je M.
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Twunoeu Hanaga

CurypHoCT y petbepeHTHOM CUCTEMY

[a 6un roBopwin o CUrypHOCTW KPUNTO-CMCTEMA, NOTPebHO je Aa
3HaMO KakBe CnocobHOCTM mocjefyje Hanagay, y CMUCAY 3Hakba 1
pecypca KojuM pacnosiaxe. 1o Hac Bogu A0 JuUCTe
KapaKTEPUCTUYHMX Hanaja y OQHOCY HA KOje MpOoLyjeHyjemMo
CUTYPHOCT NOCMaTpaHOr KpUNTO-CUCTEMA.

e Hanag nomofy kpuntorpama

e Hanag nomofiy naposa nopyka-kpunTtorpam
e Hanap nomohy nsabpane nopyke
°

Hanag nomohy nzabpaHor kpuntorpama
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Twunoeu Hanaga

Hanag nomohy kpuntorpama

VY oBoM Hamagy, Hanaga4 nocjeayje HEKOIMKO KpUnTorpama
Ek(m;), i:1,...,r.

Kopuctehn ce oBum nHdopmaymjama, nokywaea ga gohe og
oarosapajyhinx nopyka m;, OGHOCHO O K/by4a KOjUM je BpLueHa
eHkpunumja. Kpunto-cnctem Koju je pamuB y OfHOCY Ha OBaj
Hamag je noTnyHO HecurypaH u He bu ra Tpebano kopuctutu. V
NUTepaTypm ce OBaj Hanag Ha3uea ciphertext-only attack.
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Twunoeu Hanaga

Hanmag nomoRy napoea nopyka-kpuntorpam

VY oBom Hamagy, Hanaga4 4oJia3n 4O HEKOJIMKO MapoBa Mopyka u
oaroeapajyhunx kpuntorpama

(mj, Ex(m;)), i=1,....r.

Haumn Ha koju Hanagay Huje y dpokycy oor Hanaga. Ha ocHosy
OBUX MapoBa, Hanajay MOKyLlaBa f4a OTKpUje NOpyKe OJHOCHO
ksbydese nomohy kojux je BpleHa eHkpunuuja. OBaj Hanag ce y
nutepatypu 30Be u known-plaintext attack.
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Twunoeu Hanaga

Hanag nomohy nsabpate nopyke

@ 3a pasnuKy of NPeTXOAHMX Hanaga, raje je Hanagjay nacuBa,
y OBOM CJ/lyHajy Hamagay uma npuctyn MaluvHU 3a
eHKpUNUUjy, a caM Bupa nopyke HYujy eHKpUnuujy »eau.

o [lakne, Hanagay bupa ogpeheH ckyn nopyka m;, Koje NoToMm
eHkpunTyje u gobuja Ex(m;)sai=1,...,r.

o [lpumjeTMo Za y 0BOj BPCTW Hamaja, Hanagay uMa akTUBHY
ynory, jep cam BpLum n3bop nopyka.
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Twunoeu Hanaga

Hanag nomohy nsabpate nopyke

e Lum osor Hanaga je ga ce npoHahe kibyd Koju ce KOpuUCTH y
eHKpUNuMjn/aekpununju nan ga ce npoHahe gekpunuuja
HEKOr KPUMTOrpaMa 3a KOju j€ 3aUHTEPeCOBaH.

o Ogaj Hanag ce y nnTepatypu Ha3mea chosen-plaintext attack.

@ [locToju n HanpegHuja BapujaHTa OBOr Hanaga - afanTUBHU
Hanag u3abpaHom nopykom (adaptive chosen-plaintext attack),

e V ToM Hamagy, Hamajay ANHAMUYKN MUjeHa MOPYKe Yujy
eHKpUNUUjy >kenn TokoM camor Hanaga. [akne, 3a pasnuky
Ol OCHOBHE BapujaHTe rhje ogMax U3JIMCTa CBE MOPYKE Koje
XKEeNn @ eHKpUNTYyje, Y OBOj BapujaHTW OH MOCTYMHO, Yy CKAaAy
Ca TOKOM Hanaga, NCnocTaB/ba HOBE 3axTjeBe.
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Twunoeu Hanaga

Hanag nomohy nsabpaHor kpuntorpama

o U OBaj, Kao N NpEeTXoAHN Hanapg, nop,pa3yM|/|jeBa AKTUBHOTI
Hanaja4ya. VY oBom Hanady, Hanaga4 nMa npuctyn MalllHW 3a

Jekpunuujy.
@ Hanagau 6upa kpuntorpame ci, ..., C, N HAKOH gekpunumje
nobuja nopyke my, ..., m, 3a Koje Bpujeaun

Ek(m,-):c,-, i:1,...,r.
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Twunoeu Hanaga

Hanag nomohy nsabpaHor kpuntorpama

@ Uwm je pa ce npoHalje k/by4 koju ce kopuctu y
EHKpUMLNjn /Aekpunumju nim aa ce npoHalje eHkpunumja Heke
MOpYKe 3a KOJy HUje MO3HAT HeH KPUMNTOrpam.

o Osaj Hanag ce y nTepatypwn Ha3mea chosen-ciphertext attack.

@ HanpegHuja BapujaHTa oBor Hanaga je afanTyBHU Hanag
n3abpavum kpuntorpamom (adaptive chosen-ciphertext
attack), y koM Hanagay guHamMuykn mujerba Kpuntorpame
4ujy BEKPUMLKJY XKEIN TOKOM CaMor Hanaga.
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One time pad
Twunosun Hanaga

XBana Ha naxebu :)
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